
 

 

This End User License Agreement (“Agreement”) is a legal agreement between you ("You") and 

STRONGBOX IT LLC. (“StrongBox”) for the software product (“Modshield SB”) you have downloaded 

from StrongBox / instantiated from a cloud Marketplace. By installing, copying, downloading, accessing 

or otherwise using the Software, you agree to be bound by the terms of this Agreement. If You do not 

agree to the terms of this Agreement, do not install, access or use the Software. 

The Software is protected by copyright laws and international treaties. Unauthorized use, duplication or 

distribution of this program or any portion of it without the express written consent of StrongBox is strictly 

prohibited. ALL RIGHTS RESERVED. 

“Modshield SB” is a trademark of StrongBox IT LLC. Any other trademarks are for identification 

purposes only and are the property of their respective owners. 

 

TERMS AND CONDITIONS 

1. DEFINITIONS 

“Modshield SB means the ModShield SB virtual / physical appliance / instance, a web application 

firewall, underlying Modsecurity engine, OWASP CRS and StrongBox IT proprietary content. 

Modsecurity and OWASP CRS are open source components distributed under  Apache License 2.0 

found at (https://www.apache.org/licenses/LICENSE-2.0). Certain implementations might use the 

GeoLite2 database from Maxmind (https://www.maxmind.com ) 

 “Derivative Works” means a revision, enhancement, modification, translation, abridgment, 

condensation or expansion of Software or any other form in which such Software may be recast, 

transferred or adapted, which, if used without the consent of StrongBox, would constitute a copyright 

infringement. 

“Documentation” means the user manuals and any other materials in any form or medium made 

generally available by StrongBox to You, regarding the proper installation and use of the Software. 

“License” means a license granted by StrongBox to You that allows You to use the Software in strict 

accordance with this Agreement. 

“Software” means the Modshield SB WAF (as defined herein), the Documentation, and all third-party 

software that StrongBox may have purchased or licensed from third parties and delivered to the You as 

part of the Software. 

“Term” means the period of time StrongBox grants the License to You under the terms and conditions 

of this Agreement as further specified in Section 3A. 

2. INTELLECTUAL PROPERTY RIGHTS 

A. Ownership. Title to the Software, Documentation, and all patents, copyrights, trade secrets and 

other worldwide proprietary and intellectual property rights in or related thereto are and will remain the 

exclusive property of StrongBox and its licensors except the components distributed using Apache 2.0 

and MIT Licenses. You may not remove any titles, trademarks or trade names, copyright notices, 

legends, or other proprietary markings in or on the Software or Documentation and will not acquire any 

rights in the Software or Documentation, except the limited license specified in this Agreement. 

StrongBox and its licensors own all rights in any copy, translation, modification, adaptation or Derivative 

https://www.apache.org/licenses/LICENSE-2.0
https://www.maxmind.com/


 

Works of the Software, including any improvement or development thereof. StrongBox retains all rights 

not expressly granted to You in this Agreement. You shall promptly notify StrongBox in writing upon 

discovery of any unauthorized use of the Software or Documentation or infringement of StrongBox’s 

proprietary rights in the Software or Documentation. 

B. Open Source Components. Modshield uses Modsecurity and OWASP CRS which are components 

provided to You under Apache License 2.0 found at (https://www.apache.org/licenses/LICENSE-2.0). It 

also uses sb-admin-2 as a frontend template. The base template is MIT licensed but the customizations 

on the UI are proprietary content of StrongBox  

. This software includes certain third-party software as set out in the Documentation, which may be 

updated from time to time in line with new versions of the Open Source Modsecurity Software, and 

which may be used only in accordance with the licenses set forth therein. The Modsecurity Software, 

and the OWASP CRS rule sets, are open source as set forth in the Documentation, and may be used 

only in accordance with the licenses set forth therein, which prevail over the terms of this Agreement 

with respect to such third-party software. Source code for these components is available upon written 

request to Modsecurity and on their respective websites. With respect to Modshield SB, third-party 

components are integrated by StrongBox for and on behalf of You in accordance with the Agreement. 

Therefore, any third-party software delivered to You pursuant to this Agreement, including any third-

party's plug-in that may be provided with Modshield SB, is included for use at Your option, solely in 

accordance with the corresponding third-party software license(s). Modshield SB shall have no liability 

for Your use of any third-party software. 

3. LICENSE GRANT 

A. Software License. You are granted a non-exclusive, non-transferable, non- assignable, non-

sublicensable, restricted license during the term set forth in this Agreement, to install and use one copy 

of the Software in accordance with the relevant Documentation. The Software and Documentation may 

not be distributed to any third parties. 

The license granted herein is subject to the specific restrictions and limitations set forth herein, the 

terms of the open source licenses governing the components included in the Software, and/or any 

additional licensing restrictions and limitations specified in the Documentation, or by notification and/or 

policy change posted at www.strongboxit.com . 

You may use the Software for internal business purposes only in relation to its own computer systems. 

You may not use the Software for providing hosted or service bureau services to the general public or 

any third-party entities. 

B. Restrictions on Use. Subject to the terms of the open source licenses governing the open source 

components referred to in Section 2(B), You shall not (i) allow third parties or develop methods for third 

parties to use the Software; (ii) sell, rent, lease, use collectively, record, license, sublicense, share, 

distribute, publicly communicate, transfer or exploit in any other manner the Software or Documentation, 

unless otherwise expressly provided for in this Agreement; (iii) except as provided by applicable law, 

decompile, disassemble, or reverse engineer the Software, in whole or in part, and You shall not attempt 

to obtain in any other manner any Software source code, and shall not carry out any action to the 

detriment of StrongBox’s intellectual property rights or those of its suppliers; (iv) make copies, execute, 

https://www.apache.org/licenses/LICENSE-2.0
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publish, or reproduce Software or Documentation, unless expressly authorized in this Agreement (and 

all copies must maintain StrongBox’s copyright notices); (v) develop any Derivative Works or any type 

of software program based on Software, the Documentation, or any other Confidential Information of 

StrongBox; (vi) make available, reveal, disclose, offer, or allow the use of Software by third parties, 

without the prior written consent of StrongBox; (vii) alter or modify the Software without the prior written 

consent of StrongBox; (viii) reject, avoid, elude, remove, deactivate, or evade, in any way, any 

protection mechanism of the Software, including without limitation any mechanism used to restrict or 

control Software functions; (ix) provide or offer access to any third parties to any restricted online access 

keys or authentication passwords provided by StrongBox for downloading Software; or (x) disclose to 

any third party any benchmarking or comparative study involving the Software or Documentation. 

4. AUDITS 

A. Audits. StrongBox, or a certified public accountant designated by StrongBox, shall have the right, 

upon ten (10) days written notice to You, to conduct an inspection and audit of all relevant facilities and 

records of Yours relating to this Agreement. Such audit shall be conducted during regular business 

hours at Your offices and data centers and in such manner so as not to unreasonably interfere with 

Your normal business activities. In no event shall audits be conducted more frequently than once every 

six (6) months. The audit shall be conducted at StrongBox’s expense; provided, however, that if the 

audit reveals that You have failed to comply with any material term of this Agreement, You shall pay all 

reasonable costs and expenses incurred by StrongBox in conducting the audit, and any applicable 

unpaid fees. 

5. WARRANTY AND WARRANTY DISCLAIMERS 

THE SOFTWARE IS PROVIDED ON AN “AS IS” BASIS WITHOUT WARRANTY OF ANY KIND, 

EITHER EXPRESS OR IMPLIED. STRONGBOX DOES NOT WARRANT THAT THE SOFTWARE 

WILL MEET YOUR REQUIREMENTS OR THAT THE OPERATION THEREOF WILL BE 

UNINTERRUPTED OR ERROR FREE. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE 

LAW, STRONGBOX DISCLAIMS ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDING 

BUT NOT LIMITED TO ANY WARRANTIES OF SATISFACTORY QUALITY, FITNESS FOR A 

PARTICULAR PURPOSE, AND NON-INFRINGEMENT. 

6. LIMITATION OF LIABILITY 

IN NO EVENT, WHETHER IN TORT, CONTRACT, OR OTHERWISE, SHALL STRONGBOX OR ITS 

LICENSORS, PARTNERS, OR SUPPLIERS BE LIABLE TO YOU OR ANY THIRD PARTIES UNDER 

THIS AGREEMENT FOR ANY INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, OR 

CONSEQUENTIAL DAMAGES, COSTS, LOSSES OR EXPENSE, (INCLUDING BUT NOT LIMITED 

TO LOST PROFITS, LOSS OR INTERRUPTION OF USE, LOSS OF DATA, DAMAGE TO 

NETWORKS, EQUIPMENT, OR HARDWARE, OR THE COST OF PROCUREMENT OF SUBSTITUTE 

GOODS OR TECHNOLOGY), OR ANY AMOUNTS IN EXCESS OF THE ORIGINAL PURCHASE 

PRICE OF THE SOFTWARE. THE FOREGOING LIMITATIONS SHALL APPLY TO THE MAXIMUM 

EXTENT PERMITTED BY APPLICABLE LAW AND DO NOT APPLY TO BODILY INJURY TO A 

PERSON. 

7. CONFIDENTIALITY, AND COMMUNICATIONS 



 

A. Confidentiality. You acknowledge and agree that the Software incorporates confidential and 

proprietary information developed or acquired by StrongBox including, but not limited to, technical and 

non-technical data, formulas, patterns, compilations, devices, methods, techniques, drawings and 

processes related to the Software, which constitutes the valuable intellectual property of StrongBox and 

its suppliers. 

You may use confidential information solely in accordance with this Agreement and will take all 

reasonable precautions necessary to safeguard the confidentiality of such information. You will hold in 

confidence and not disclose, reproduce, distribute or transmit the confidential information, directly or 

indirectly, in any form, by any means, or for any purpose, except to those of its employees, agents, 

consultants or subcontractors who require access for Your authorized use of the Software in 

accordance with the terms of this Agreement. You will implement reasonable security measures to 

protect such confidential information at a level no less restrictive than used to protect its own confidential 

information. 

You acknowledge that (i) any use or threatened use of the Software in a manner inconsistent with this 

Agreement, or (ii) any other misuse of the confidential information of StrongBox will cause immediate 

irreparable harm to StrongBox for which there may be no adequate remedy at law. Accordingly, You 

agree that StrongBox shall be entitled to seek injunctive relief in the event of any such breach or 

threatened breach by You. Nothing contained herein shall limit StrongBox’s right to any remedies at 

law. 

B. Your Information. StrongBox may use any technical information You provide to StrongBox for any 

of StrongBox’s reasonable business purposes, including product support and development. StrongBox 

will not use technical information in a form that personally identifies You. 

8. EXPORT CONTROLS 

You hereby represent, certify and warrant that it is now and will remain in the future compliant with all 

export control statutes, regulations, decrees, orders, guidelines and policies of the United States 

Government and the Government of any country in which You conduct business pursuant to this 

agreement including but not limited to the Export Administration Regulations ("EAR") (15 C.F.R. Parts 

730-774) of the U.S. Department of Commerce; the U.S. antiboycott regulations and guidelines, 

including those under the EAR and U.S. Department of the Treasury regulations; the various economic 

sanctions regulations and guidelines of the U.S. Department of the Treasury, Office of Foreign Assets 

Control (“OFAC”), and the USA Patriot Act (Title III of Pub. L. 107-56, signed into law October 26, 2001), 

as amended; and restrictions against dealings with certain prohibited, debarred, denied or specially 

designated entities or individuals under statutes, regulations, orders, and decrees of various agencies 

of the United States Government. You certify that it (1) is not a Person described or designated in the 

Specially Designated Nationals and Blocked Persons List of OFAC; (2) does not engage in any 

prohibited dealings or transactions with any such Person and; (iii) does not engage in any dealings or 

transactions which would cause StrongBox to be in violation of any economic sanctions regulations and 

guidelines of OFAC. You shall indemnify and hold StrongBox harmless arising out of a breach by You 

of this Section 8. 

9. TERM AND TERMINATION 



 

This Agreement and the licenses granted hereunder shall remain in effect for the period specified in the 

Agreement, unless earlier terminated as set forth herein. 

YOUR RIGHT TO USE THE SOFTWARE SHALL BE EFFECTIVE FROM THE DATE YOU FIRST 

INSTALL ANY PORTION OF THE SOFTWARE ON ANY DEVICE AND SHALL CONTINUE FOR THE 

SUBSCRIBED PERIOD, AT THE END OF WHICH TIME YOUR RIGHTS SHALL CEASE. NOTICE OF 

EXPIRATION MIGHT NOT BE GIVEN, SO YOU NEED TO PLAN FOR THE EXPIRATION DATE AND 

MAKE A COPY OF AND REMOVE YOUR IMPORTANT DATA BEFORE EXPIRATION. If You desire 

to use the Software after Your evaluation is completed, You will need to acquire a validly licensed copy 

of the non-evaluation version of the Software. Upon expiration of the permitted time period, Your rights 

to the Software ends and You must remove and destroy all copies of the Software and any components 

thereof from Your device. If You desire to use the Software after the completion of the permitted time 

period specified herein, You will need to acquire a valid, license to the Software. 

Without prejudice to any other rights, StrongBox may terminate this Agreement if You fail to comply 

with the terms and conditions of this Agreement. In such event, You must destroy all copies of the 

Software and all of its component parts. Except as expressly provided herein, Sections 1, 2, 4, 5, 6, 7, 

8, and 10 of this Agreement shall survive termination. 

10. GENERAL 

A. Force Majeure. StrongBox will not be held responsible for any failure, delay or interruption caused 

by circumstances outside of its control, such as network failure, network connection failure, earthquake, 

flooding, strikes, embargos or acts of government. If such event giving rise to Force Majeure lasts for 

more than 30 days, then either party may terminate this Agreement without such termination giving rise 

to any liability or right to any refund. 

B. Severability. If any provision of this Agreement is held illegal or unenforceable by any court of 

competent jurisdiction, such provision shall be deemed severed from the remaining provisions of this 

Agreement and shall not affect or impair the validity or enforceability of the remaining provisions of this 

Agreement. 

C. Waiver. No failure of either party to exercise or enforce any of its rights under this Agreement will 

act as a waiver of those rights. 

D. General. This Agreement constitutes the exclusive terms and conditions with respect to the subject 

matter hereof, notwithstanding any different or additional terms that may be contained in the form of 

purchase order or other document used by You to place orders or otherwise effect transactions 

hereunder. This Agreement represents the final, complete and exclusive statement of the agreement 

between the parties with respect to subject matter hereof and all prior written agreements and all prior 

and contemporaneous oral agreements with respect to the subject matter hereof are merged therein. 

The validity, interpretation and enforcement of this Agreement will be governed by and construed in 

accordance with the laws of the United States and of the State of Wyoming without giving effect to the 

conflicts of law provisions thereof or the United Nations Convention on Contracts for the International 

Sale of Goods. You hereby irrevocably consent to jurisdiction of courts located in Sheridan, Wyoming. 

The effective date is the date Modshield SB is downloaded / installed by You. 

 



 

OWASP CRS License Text 
 

Copyright 2006 the OWASP Core Rule Set contributors 

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in compliance 

with the License. You may obtain a copy of the License at http://www.apache.org/licenses/LICENSE-2.0  

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed 

on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the 

License for the specific language governing permissions and limitations under the License. 

 

  

http://www.apache.org/licenses/LICENSE-2.0


 

Appendix I : Apache 2.0 License Text 
 

Apache License 

Version 2.0, January 2004 

http://www.apache.org/licenses/ 

 

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION 

 

  1. Definitions. 

       "License" shall mean the terms and conditions for use, reproduction, and distribution as defined by Sections 

1 through 9 of this document. 

 

       "Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting the 

License. 

 

       "Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled by, 

or are under common control with that entity. For the purposes of this definition, "control" means (i) the power, 

direct or indirect, to cause the direction or management of such entity, whether by contract or otherwise, or (ii) 

ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity. 

        

       "You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this License. 

        

       "Source" form shall mean the preferred form for making modifications, including but not limited to software 

source code, documentation source, and configuration files. 

        

       "Object" form shall mean any form resulting from mechanical transformation or translation of a Source form, 

including but not limited to compiled object code, generated documentation, and conversions to other media 

types. 

        

       "Work" shall mean the work of authorship, whether in Source or Object form, made available under the 

License, as indicated by a copyright notice that is included in or attached to the work (an example is provided in 

the Appendix below). 

        

       "Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived 

from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications 

represent, as a whole, an original work of authorship. For the purposes of this License, Derivative Works shall 

not include works that remain separable from, or merely link (or bind by name) to the interfaces of, the Work 

and Derivative Works thereof. 



 

        

       "Contribution" shall mean any work of authorship, including the original version of the Work and any 

modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to Licensor 

for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized to submit on 

behalf of the copyright owner. For the purposes of this definition, "submitted" means any form of electronic, 

verbal, or written communication sent to the Licensor or its representatives, including but not limited to 

communication on electronic mailing lists, source code control systems, and issue tracking systems that are 

managed by, or on behalf of, the Licensor for the purpose of discussing and improving the Work, but excluding 

communication that is conspicuously marked or otherwise designated in writing by the copyright owner as "Not 

a Contribution." 

        

       "Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution has 

been received by Licensor and subsequently incorporated within the Work. 

 

  2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor hereby 

grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable copyright license to 

reproduce, prepare Derivative Works of, publicly display, publicly perform, sublicense, and distribute the Work 

and such Derivative Works in Source or Object form. 

 

  3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor hereby grants 

to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this 

section) patent license to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, 

where such license applies only to those patent claims licensable by such Contributor that are necessarily 

infringed by their Contribution(s) alone or by combination of their Contribution(s) with the Work to which such 

Contribution(s) was submitted. If You institute patent litigation against any entity (including a cross-claim or 

counterclaim in a lawsuit) alleging that the Work or a Contribution incorporated within the Work constitutes 

direct or contributory patent infringement, then any patent licenses granted to You under this License for that 

Work shall terminate as of the date such litigation is filed. 

 

  4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof in any 

medium, with or without modifications, and in Source or Object form, provided that You meet the following 

conditions: 

 

      (a) You must give any other recipients of the Work or     Derivative Works a copy of this License; and 

       

      (b) You must cause any modified files to carry prominent notices     stating that You changed the files; and 

       

      (c) You must retain, in the Source form of any Derivative Works     that You distribute, all copyright, patent, 

trademark, and     attribution notices from the Source form of the Work,     excluding those notices that do not 

pertain to any part of     the Derivative Works; and 

       



 

      (d) If the Work includes a "NOTICE" text file as part of its     distribution, then any Derivative Works that You 

distribute must     include a readable copy of the attribution notices contained     within such NOTICE file, 

excluding those notices that do not     pertain to any part of the Derivative Works, in at least one     of the 

following places: within a NOTICE text file distributed     as part of the Derivative Works; within the Source form 

or     documentation, if provided along with the Derivative Works; or,     within a display generated by the 

Derivative Works, if and     wherever such third-party notices normally appear. The contents     of the NOTICE file 

are for informational purposes only and     do not modify the License. You may add Your own attribution     notices 

within Derivative Works that You distribute, alongside     or as an addendum to the NOTICE text from the Work, 

provided     that such additional attribution notices cannot be construed     as modifying the License. 

 

    You may add Your own copyright statement to Your modifications and may provide additional or different 

license terms and conditions for use, reproduction, or distribution of Your modifications, or for any such 

Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work otherwise complies 

with the conditions stated in this License. 

 

  5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally submitted 

for inclusion in the Work by You to the Licensor shall be under the terms and conditions of this License, without 

any additional terms or conditions. Notwithstanding the above, nothing herein shall supersede or modify the 

terms of any separate license agreement you may have executed with Licensor regarding such Contributions. 

 

  6. Trademarks. This License does not grant permission to use the trade names, trademarks, service marks, or 

product names of the Licensor, except as required for reasonable and customary use in describing the origin of 

the Work and reproducing the content of the NOTICE file. 

 

  7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides the Work 

(and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS 

OF ANY KIND, either express or implied, including, without limitation, any warranties or conditions of TITLE, 

NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible 

for determining the appropriateness of using or redistributing the Work and assume any risks associated with 

your exercise of permissions under this License. 

 

  8. Limitation of Liability. In no event and under no legal theory, whether in tort (including negligence), contract, 

or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to in 

writing, shall any Contributor be liable to You for damages, including any direct, indirect, special, incidental, or 

consequential damages of any character arising as a result of this License or out of the use or inability to use the 

Work (including but not limited to damages for loss of goodwill, work stoppage, computer failure or malfunction, 

or any and all other commercial damages or losses), even if such Contributor has been advised of the possibility 

of such damages. 

 

  9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works thereof, You 

may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or other liability 

obligations and/or rights consistent with this License. However, in accepting such obligations, You may act only 

on Your own behalf and on Your sole responsibility, not on behalf of any other Contributor, and only if You agree 

to indemnify, defend, and hold each Contributor harmless for any liability incurred by, or claims asserted against, 

such Contributor by reason of your accepting any such warranty or additional liability 


